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Privacy Policy

BionIT Labs srl - Societa Benefit makes this website available to its users and customers
to provide free, simple, and direct information about its activities. Our goal is to provide
up-to-date, accurate, and as complete information as possible. In any case, our
Company cannot be held responsible in any way for the accuracy, completeness, or
quality of the information provided on the site itself. Therefore, any liability for material
or immaterial damage resulting from the use or non-use of the information provided or
from the use of incorrect or incomplete information is excluded. The statements made
on the site are not directly binding and must always be confirmed by email or other
written form by the site owner.

Users are also advised that BionlT Labs srl - Societa Benefit will provide some of its
services (such as requests for information on our products, requests for a
demonstration device, or the completion of order forms, quotes for specific products or
solutions, etc.) on this Site only through the completion of predefined forms.

Information on the processing of personal data

This page describes the management methods of the company website (the "Site")
with reference to the processing of personal data of visitors and users who consult it.
This information is provided in compliance with Italian and European legislation on the
protection of personal data (EU Regulation 2016/679 - “GDPR") to those who interact
with the Site's web services and does not apply to information collected through
channels other than this Site, nor to processing carried out by other third-party sites
accessible via links from the Site, for which their respective information policies apply.

Who processes user data (Owner)

BionIT Labs srl - Benefit Corporation (hereinafter, “ BionIT Labs” or “Company”)
o Headquarters: Via Cracovia, 1- 73010 Soleto (LE) - Italy
e Tel.:+39 0836 1946903

¢ E-mail: privacy@bionitlabs.com

o PEC: bionitlabs@pec.net

What personal data we collect and why
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“Personal data” means any information relating to you that can be used to identify you.

In particular we can treat:

Personal data : name, surname, gender, age group.
Contact details : email address, telephone number, country, postcode.
Professional data : company name, profession (where required).

CV and attachments (if you are writing to us to "work with us"): personal and
professional information contained in the CV and any attachments.

Source of brand knowledge .
Specific requests and information provided voluntarily in the free form fields.
Data relating to access and navigation on our Site.

« Multimedia content (images, videos and audio): photographs, footage and
recordings possibly provided by the interested party or made with his/her
consent (e.g. testimonials and content relating to the use of prosthetic devices),
with related file metadata.

Special data (health) : information on experience with disability or amputation
strictly necessary to provide technical assistance and personalized information
on prosthetic devices. This data is processed only with explicit consent via the
mandatory checkbox .

If you are a parent/guardian requesting information on behalf of a minor , we may
process the minor's data (hame, gender, age) and information about their condition; in
this case, the parent/guardian's explicit consent covers the processing of the minor's
data, including health-related data.

Where we obtain the data and nature of the provision

Data sources:

1.

2.

directly from the interested party (form/email/telephone);

from third-party platforms when the user fills out off-site lead generation forms
(e.g. Meta Lead Ads, Google Ads lead forms);

from technical logs and tracking tools managed according to the preferences
expressed in the CMP banner (see Cookie Policy).

Nature of the contribution:
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e The data requested to respond to your requests (e.g., contact information,
support, quotes) is necessary ; failure to provide it may make it impossible to
respond or provide the requested services;

e Where applicable, we clearly indicate whether fields are mandatory or optional ;
failure to provide optional information does not entail any obligation or
disadvantage;

e Health data is processed only with explicit consent ; if you do not give consent,
we will not carry out activities that involve the processing of such data.

Purpose of processing and legal bases
We process personal data for the following purposes and legal bases:

e Customer service : registration of the request, management and contact by
specialized personnel to provide a response. Legal basis : execution of pre-
contractual/contractual measures at the request of the interested party (art. 6.1.b
GDPR).

¢ Commercial information, orders, quotes, requests for demonstration devices
.Legal basis : art. 6.1.o GDPR.

e Subscribe to the newsletter and receive personalized marketing
communications . Legal basis : consent (art. 6.1.a GDPR).

¢ Marketing profiling (if active) to personalize communications and content.
Legal basis : consent (art. 6.1.a GDPR).

e «Creation, editing, and publication/dissemination of multimedia content
(photos, videos, live broadcasts, testimonials) on the Website, social media
channels, and advertising campaigns, including through third-party production
and streaming services. Legal basis: consent of the data subject (Article 6.1.a
GCDPR) and, where the content may reveal health data, explicit consent (Article
9.2.a GDPR). For minors: consent of the parent/guardian (Article 8 GDPR / Article
2-quinquies Privacy Code).

e Staff selection (recruiting) : evaluation of applications and follow-up. Legal
basis : art. 6.1.b GDPR; please do not include sensitive data in your CV unless
specifically requested and given consent.

e Special data (health) for support on prosthetic devices. Legal basis : explicit
consent (art. 9.2.a GDPR). For minors , consent of the parent/guardian (art. 8
GDPR/ art. 2-quinquies Privacy Code).
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e Security and fraud prevention : detect and combat fraudulent or illegal
activities. Legal basis : legitimate interest of the Company.

e Automated decisions : we do not adopt automated decision-making processes
that produce legal effects or significantly affect you in a similar way (art. 22
GDPR).

Data recipients

The data may be communicated to:

e Internal subjects : authorized and trained personnel; sales/assistance network in
the EU;

o Suppliers/Data Processors (art. 28 GDPR) : hosting and security (e.g.
SiteGround , Cloudflare ), development/maintenance of web/app platforms,
communication and marketing platforms (e.g. e-mail marketing/ automation ),
analytics and measurements; the updated list of Data Processors is available
upon request at privacy@bionitlabs.com;

e «Suppliers/Data Processors (Article 28 GDPR): hosting and security (e.g.,
SiteGround, Cloudflare), web/app platform development/maintenance,
communication and marketing platforms (e.g., email marketing/automation),
analytics and measurement, data automation and integration tools (e.g., Zapier),
multimedia content production/management tools (e.g., Canva, CapCut,
Adobe/Lightroom, InShot), and webinar/streaming and recording platforms (e.g.,
StreamYard); the updated list of Processors is available upon request at
privacy@bionitlabs.com;

e Third party platforms when you interact with their services (e.g. LinkedIn
Insight Tag/LinkedIn Ads, Meta Lead Ads, Google Ads lead form, YouTube,
Google Maps), according to the respective information;

e Authorities and public bodies in compliance with legal obligations or orders of
the Authority.

The data is not disclosed . Exceptions are multimedia content (images/videos/audio)
published on the Website and/or the Company's social media channels and/or used in
communication campaigns, exclusively with the prior specific consent of the interested
party (and, for minors, the parent/guardian), as indicated in this policy and any
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dedicated policies/consents. This does not affect the disclosure of data requested by
the Police and/or Judicial Authorities, or required by law.

Transfers outside the EU

Data management and storage take place mainly in Italy or within the EU. Data may
be transferred outside the EU (e.g., for storage by third-party providers or for use by
communication/marketing tools). In such cases, we ensure compliance with the GDPR
through Standard Contractual Clauses and/or other appropriate instruments
provided for by applicable law (including, for US providers, adherence to the Data
Privacy Framework , where applicable).

Retention periods

We retain data for the time strictly necessary for the purposes for which it was
collected, taking into account the quantity, nature, and sensitivity of the data and the
possibility of achieving the purposes through other means. In detail:

« Clinical contacts, patients, caregivers, and parents/guardians (including any
health-related data): for as long as necessary for care and for device
traceability/security and protection of rights; reviewed every 36 months with
anonymization/deletion if no longer necessary.

« Information/assistance/quote requests (without health data): up to 24 months
from the last available contact (or longer if necessary for rights
protection/disputes).

+ Newsletter/marketing : until consent is revoked (we retain proof of opt -in/ opt
-out for the time necessary to protect rights).

e Marketing profiling (if active): max 12 months from the last useful interaction.

e Applications/CVs : 12 months (unless otherwise authorized by the interested
party).

e Technical security logs : Typically 6 months (except for security/investigative
needs).

How we process data and security

The data is processed using electronic/automated tools for the time strictly necessary
for the purposes indicated. We apply appropriate technical and organizational
measures (e.g. TLS, access control and the least principle privilege , pseudonymisation
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where appropriate, security logging , encrypted backups , staff training) in compliance
with the principles of lawfulness, fairness, transparency and minimisation .

Tracking tools (cookies and similar technologies)

For details on types, purposes, durations, third parties and consent management,
please refer to the Site's Cookie Policy . This Privacy Policy governs the processing of
personal data in a broad sense.

Details on the processing of Personal Data (services used)
Managing contacts and sending messages
Mailchimp (Intuit Inc.)- address management and email sending.

o Data processed: name, surname, email, telephone number (if requested),
country, usage data, tracking tools; any other data indicated in the form.

e Legal basis: consent (newsletter/marketing).
e Place of processing: United States — see provider's Privacy Policy.

Multimedia content production and management (photos/videos)

Canva (Canva Pty Ltd.) - creation and management of graphic and video content.

- Data processed: uploaded content (images, videos, audio), file metadata,
account/platform usage data.

- Legal basis: data subject's consent to the creation and dissemination of
content featuring them (Article 6.1.a GDPR) and, where applicable, explicit
consent (Article 9.2.a GDPR).

- Place of processing: EU/non-EU - see the provider's Privacy Policy.

CapCut (Bytedance Pte. Ltd.) - video editing.

- Data processed: content (images, videos, audio) and file metadata; app/service usage
data.

- Legal basis: consent (Article 6.1.a GDPR) and, where applicable, explicit consent
(Article 9.2.a GDPR).

- Place of processing: EU/non-EU - see provider's Privacy Policy.
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InShot - video editing and social media content.

- Data processed: content (images, videos, audio) and file metadata; app/service usage
data.

- Legal basis: consent (Article 6.1.a GDPR) and, where applicable, explicit consent (Article
9.2.a GDPR).

- Place of processing: EU/non-EU - see provider's Privacy Policy.

Adobe Lightroom / Creative Cloud (Adobe) - photo management and post-
production.

- Data processed: content (images) and file metadata; account/platform usage data;
cloud synchronization, if enabled.

- Legal basis: consent (Article 6.1.a GDPR) and, where applicable, explicit consent (Article
9.2.a GDPR).

- Place of processing: EU/non-EU - see provider's Privacy Policy.

Note: Content depicting patients/minors is processed and distributed only after
obtaining the specific release/consent of the interested party and, for minors, the
parent/guardian.

Webinars and online events (live streaming and recordings)

StreamYard (StreamYard, Inc.) - platform for hosting live broadcasts/webinars,
recording and archiving sessions, and broadcasting to third-party platforms (e.g.,
YouTube, Facebook/Instagram).

- Data processed: identification and professional data of speakers/guests (e.g., name,
role/company), images and voice (streams and recordings), any shared content (e.g.,
slides), video metadata, and technical logs.

- Legal basis: legitimate interest (event organization and institutional communication)
and/or execution of pre-contractual/contractual measures with speakers/partners; For
the recording and subsequent publication of content depicting identifiable individuals,
consent (Article 6.1.a GDPR) and, where applicable, explicit consent (Article 9.2.a GDPR).

- Place of processing: EU/non-EU - see the provider's Privacy Policy.
Tag Management

Google Tag Manager (Google Ireland Ltd / Google LLC) - centralized tag
management; does not install its own cookies; applies the preferences expressed in the
banner ( Consent Mode v2).

o Data processed: usage data; metadata relating to tags/consents.
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e Legal basis: Technical necessity/legitimate interest ; tags that require consent
are activated only if given.

e Place of processing: Ireland/USA (Google Ireland controller for EU users; Google
LLC adhering to the Data Privacy Framework, where applicable).

Management of data collection and online surveys

Clinical/patient and minor forms (form) — collection of technical and information
requests on prosthetic devices, pre -assessments and follow-ups.

o Data categories: personal and contact details; health data provided by the
interested party (or parent/guardian) via dedicated fields; any technical
attachments; preferences and source channel.

e Legal basis: art. 6.1.b GDPR (pre-contractual measures upon request) and art.
9.2.a (explicit consent for health data); for minors, parental/guardian consent
(art. 8 GDPR/ art. 2-quinquies Privacy Code).

e Retention: as long as needed; review every 36 months and
anonymization/deletion if no longer needed.

e Security: TLS encryption , profiled and tracked access, encrypted backups , staff
training.

Lead Ads (Meta Platforms, Inc.)

e The forms are hosted on Facebook/Instagram (not on the Site). Following
submission, BionIT Labs receives the data for follow-up/lead management
purposes.

o Data processed: name, surname, email, telephone number, and other fields in
the form.

¢ Data source: Meta platforms .
e Legal basis: consent ; pre-contractual measures at the data subject's request.

e Place of processing: EU/USA according to Meta policies — see Privacy Policy/Opt-
out.

Data Automation and Integration (Lead Management)

Zapier (Zapier, Inc.) - Workflow automation and tool integration (e.g., transferring lead
data from advertising platforms to internal management tools such as

spreadsheets/CRM).
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- Data processed: Personal and contact information in lead forms (e.g., first name, last
name, email, phone number, and other completed fields), workflow execution
metadata, and technical logs.

- Legal basis: Pre-contractual measures at the data subject's request (Article 6.1.b
GDPR) and/or consent when required by the specific lead generation initiative.

- Place of processing: United States - see the provider's Privacy Policy/DPA; any
transfers managed via Standard Contractual Clauses and/or Data Privacy Framework,
where applicable.

Hosting and backend infrastructure
SiteGround Hosting ( SiteGround Hosting Ltd.)- hosting and infrastructure of the Site.

e Data processed: usage data, technical logs ; additional data as per the provider's
privacy policy.

e Place of processing: United Kingdom - see Privacy Policy .

Cloudflare ( Cloudflare , Inc.)- CDN/security (anti-bot, DDoS ) and performance
optimization.

o Data processed: traffic data, IP address , technical logs for security and caching.
e Legal basis: technical necessity/legitimate interest .

e Place of processing: EU/USA - see Privacy Policy .

NitroPack ( NitroPack LLC) - CDN/performance optimization; serves static assets
(images, CSS, JS, fonts) from nitrocdn.com and nitropack.io domains.

o Data processed: usage data, technical logs related to caching/distribution, IP
address (for geolocation and CDN routing ).

e Legal basis: technical necessity/legitimate interest .

e Place of processing: EU/USA - see the provider's Privacy Policy .

Advertising ( ads , remarketing , measurement)
Meta ads conversion tracking (Meta pixel) - Meta Platforms, Inc.

e Purpose: Statistics/ remarketing by connecting Meta ad data with actions on the
Site; pixel active only with prior consent to “Marketing”.

o Data processed: usage data; online identifiers/tracking tools .
e Legal basis: consent (Marketing/ remarketing ).

e Place of processing: EU/USA - see Privacy Policy / Opt-out .
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LinkedIn Insight Tag (LinkedIn Ireland Unlimited Company / LinkedIn Corporation)

e Purpose: Analytics and conversion measurement; remarketing / retargeting on
LinkedIn.

o Data processed: usage data; online identifiers/cookies (e.g., bcookie , bscookie,
lidc, li_gc, UserMatchHistory , AnalyticsSyncHistory, li_sugr ); IP address
(possibly truncated); browser/device information; conversion events.

e Legal basis: consent (Marketing/ remarketing ).

e Place of processing: EU/USA - see Privacy Policy / Opt-out in LinkedIn
advertising settings.

Information on how to opt out of interest-based ads In addition to the
opt -out features provided by individual services, see the Cookie Policy for instructions
on how to opt out of interest-based advertising.

Statistics ( UX analytics and traffic)

Hotjar ( Hotjar Ltd.)- UX analysis ( heatmap , aggregate session replay, surveys); active
only with “Statistics” consent.

e Data processed: usage data, interaction events, pseudonymous online
identifiers .

e Legal basis: consent (Statistics).

e Place of processing: EU/MT ; any transfers outside the EU according to the
supplier's policy.

Contentsquare ( Contentsquare SAS) — user experience analysis (heat maps,
interaction metrics); only active with “Statistics” consent.

e Data processed: usage data, interaction events, pseudonymous online
identifiers .

e Legal basis: consent (Statistics).

¢ Place of processing: France (EU) for primary processing; any transfers outside
the EU according to the supplier's policy.

Meta Events Manager (Meta Platforms Ireland Limited) - statistics service linked to
the Meta pixel.

o Data processed: usage data; tracking tools.

¢ Legal basis: consent (Statistics).
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e Place of processing: Ireland - see Privacy Policy .

Google Analytics 4 (Google LLC/Google Ireland Limited) - In GA4, IP addresses are
used at the time of collection and then deleted before recording; active only with
“Statistics” consent.

o Data processed: city, usage data, browser and device information, city lat /long,
number of users, session statistics, tracking tools.

¢ Legal basis: consent (Statistics).

o Place of processing: United States/Ireland - see Privacy Policy / Opt-out .

Viewing content from external platforms

Font Awesome ( Fonticons, Inc.)- icon styles display.
e Legal basis: consent (Experience/Functional).
o Data processed: usage data; tracking tools.

e Place of processing: United States - see Privacy Policy .

Google Fonts (Google LLC) - font display.
e Legal basis: consent (Experience/Functional).
o Data processed: usage data; tracking tools.

e Place of processing: EU/USA - see Privacy Policy .

YouTube (Google Ireland Ltd / Google LLC) - embedded video player (e.g. Blog, BionIT
Stories); active with prior consent from the banner.

o Data processed: usage data; online identifiers.

e Legal basis: consent (Experience/Functional; Marketing if personalization/ ads
are enabled ).

e Place of processing: EU/USA - see Privacy Policy .

Google Maps (Google Ireland Ltd / Google LLC) - maps/routes widget.
e Data processed: usage data; online identifiers.

e Legal basis: consent (Experience/Functional).
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e Place of processing: EU/USA - see Privacy Policy .

Further information on treatment

e Cookie Policy : The Site uses Tracking Tools; to learn more, consult the Cookie
Policy.

e Defense in court : Personal Data may be used for defense in court or in the
preparatory stages for defense against abuse in the use of the Site/Services; we
may be required to disclose Data by order of public authorities.

e Specific information : Upon request, we may provide additional and contextual
information relating to specific services or the collection/processing of Personal
Data.

« System logs and maintenance : for operation/maintenance purposes, the Site
and third-party services in use may collect system logs (which may include the
user's |P address).

Rights of the interested party

Pursuant to Articles 15-22 GDPR, in certain circumstances you have the right to:
1. access to personal data and information on processing;
2. rectification of inaccurate data and integration of incomplete data;

3. data deletion (in the cases provided for: e.g. data no longer necessary,
unlawful processing, legal obligation, withdrawal of consent, opposition);

4. restriction of processing (e.g., contesting the accuracy of your data; unlawful
processing; exercising legal rights; objection pending verification of the
legitimate grounds of the Data Controller);

5. portability of data in structured electronic format;
6. objection to processing, in whole or in part;

7. withdraw consent at any time (withdrawal does not affect the lawfulness of
processing based on consent before its withdrawal);

8. complaint to the Guarantor for the protection of personal data (

Wwww.garanteprivacy.it ).
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To exercise your rights: privacy@bionitlabs.com or bionitlabs@pec.net .

Changes and updates to this Privacy Policy

We may modify or update, in whole or in part, the Site's Privacy Policy also in light of
regulatory changes. Changes will be made available on the Site's Home page and, if
significant, we may notify users via a notice on the Site and/or email.

Last updated: December 2025.
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